Cyber Attacks against Me
By Wen Yunchao

My name is Wen Yunchao. I'm here to testify about the cyber attacks against
me that occurred over the last few years.

In September, 2009, I discovered that my Gmail account was set up for
forwarding and that it would forward all the emails I received to another email
account not under my control. This was the first time I realized my email was

hacked.

In February, 2011, the so-called “Jasmine revolution” broke in China. The
“Jasmine revolution” referred to anonymous online calls for mass gatherings
in public venues in major cities across China. At the time, I was working and
living in Hong Kong. Starting at that time, all of my electronic
communications, including telephone and Internet services were under
severe attack.

On June 2, 2011, I discovered that these rather sophisticated hacking attacks
were targeting my Gmail account. That day I received an email with the
subject “Li Chengpeng Invites You to Participate in Voting.” The email
contained a hidden link: On clicking it, a Flash document opened up, which
authorized other users to visit. When I reported this to Google, they
responded that they weren’t even aware of such attacks. The content of the
email had to do with well-known Chinese author Li Chengpeng’s campaign for
election to the local congress of the people’s representatives, and was sent two
days before the anniversary of the Tian’anmen Massacre on June 4. I believe
the hacking was politically motivated and most likely an act of the government.
I recorded the hacking process and published it on You Tube (see Appendix 1).

In June 2011, I was attending the UN Human Rights Council’s meeting in
Geneva as part of the Internet Freedom Fellows program. I gave a speech to
call for support for Chinese citizens who had been persecuted because of the
“Jasmine Revolution.” On June 8, the day before the speech, I received a text
message warning me: “......A wise person takes action after thorough thinking;
do not let ignorance have the upper hand and leave you in sadness. Whereas
life can be splendid, why obsess with one thing? Put it down, put it down” (see
Appendix 2).

After I gave the speech and before I left Geneva, my phone began to receive a
large volume of incoming calls. At first, I could connect, and I could hear loud
ringing in the background. My impression was that I was not the only one
being harassed. In the background, I also heard dialogue in Mandarin, but it



was inaudible. The telecommunications company told me that they had no
way to know the sources of these calls. My phone was attacked in such a
manner between June and August, 2011. At its heaviest on July 31, I received
311 calls in one day. All the calls hung up after it rang. I did a statistical study
of the calls between late July and early August, and I found the attackers had a
very regular time when they started working and when they went off work. It
was not a random person acting alone (see Appendix 3).

In July, 2011, personal information about my wife, my son and other relatives
was published online, including the numbers of my wife and my son’s Hong
Kong/Macao travel permits. This is not information average people can easily
find unless they are police authorities (see Appendix 4).

For about a year starting April, 2011, unidentified persons “tweet bombed” me
on Twitter with trash information. Using a software called Tween to filter the
trash, I found the heaviest attack took place on April 25, 2012 — with a
staggering 590,000 spam posts within 24 hours. Unidentified persons also
posted viciously defaming information about me online at the rate of over
10,000 times per day. As far as I know, artist Ai Weiwei has been similarly
attacked (see Appendix 5 and 6).

Starting August 24, 2011, my Gmail account was spammed with an
astronomical number of messages. At its peak in mid-March, 2012, the data
flow was as high as 5G per hour, and all the IPs came from Beijing. Given that
the most common network access is ADSL, if this were a personal act, it would
take more than 20 users to attack my account simultaneously to reach that
kind of data volume. Therefore I believe it was an organized act. The attackers
also put my name in garbage messages to make it harder for me to filter them.
I reported the attacks to Google through a third party. A Google official
contacted me subsequently, and Google made specific efforts to deal with the
attack on me, but the results were not that great (see Appendix 7).

Around the same time, unidentified persons also published hundreds of
articles to denigrate me, and I believe it was an organized campaign to destroy
my reputation (see Appendix 8).

At 4 pm, on May 28, 2012, attacks on Twitter and Gmail stopped
simultaneously. This also shows these were organized behaviors.

From April, 2009 to the present time, I have received an untold number of
phishing emails and Trojan emails. From the one email attack system that I
successfully broke into, I found 192 people who were objects of attack, and
they included Chinese dissidents, rights lawyers and foreign journalists
reporting on China. From the sources of attack I was able to identify, and also



from the Mandarin I heard in the background in the earliest stage of the
telephone harassment, I believe all the attacks came from mainland China.

I hope that the US Congress and government will recognize such cyber attacks
against human rights defenders as human rights persecution, and impose

sanctions and visa restriction on organizations, companies and their
employees who engage in such malicious activities.

Appendix 1: Video display of how my Gmail was hacked

Link: https://www.youtube.com/watch?v=CCqg52MnnC4U
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