
1 

COMMERCIAL RULE OF LAW AND HUMAN RIGHTS 

Introduction 

When acceding to the World Trade Organization (WTO) in 2001,1 
the Chinese government agreed to improve the rule of law vis-à- 
vis the commercial sector, committing to transparency, intellectual 
property rights enforcement, and the equal treatment of domestic 
and foreign firms. During the Commission’s 2018 reporting year, 
concerns remained regarding the development of rule of law in 
these areas, particularly regarding forced technology transfers and 
unequal treatment of foreign firms. The commercial environment in 
China is further complicated by the role of the Chinese Communist 
Party and the government in commercial enterprises, and reports 
from this past year indicate that the Party is attempting to expand 
its role in the commercial sector. Moreover, amid what inter-
national human rights organizations describe as worsening govern-
ment repression in China,2 domestic and international businesses 
are increasingly at risk of complicity in human rights abuses, in-
cluding the repression of minority groups, mass data collection, 
surveillance of citizens, and censorship. Although the Chinese gov-
ernment requires companies to comply with domestic laws and reg-
ulations that infringe on internationally recognized rights such as 
the right to privacy and freedom of expression, the UN Guiding 
Principles on Business and Human Rights state that businesses 
have a responsibility to respect human rights and should seek to 
avoid ‘‘contributing to adverse human rights impacts . . ..’’ 3 

Commercial Rule of Law 4 

TRANSPARENCY 

Since China’s accession to the WTO, the government has made 
progress toward meeting requirements for improving transparency 
of trade-related laws, yet still falls short in several key areas.5 In 
acceding to the WTO, the Chinese government made commitments 
to improve transparency, including to publish all trade-related laws 
and regulations and translate them into one of the official WTO 
languages, and to allow for public comments on all draft trade-re-
lated laws and regulations.6 According to the Office of the U.S. 
Trade Representative (USTR), the European Union Chamber of 
Commerce in China (European Chamber), and a legal expert, al-
though the government publishes many trade-related laws and ad-
ministrative regulations, the government has in many cases failed 
to publish local regulations and other legal documents such as 
opinions, circulars, and subsidy measures.7 Furthermore, the gov-
ernment reportedly has failed to publish translations of many 
trade-related laws and regulations.8 The central government has 
largely met its obligation to allow for public comments on national 
laws, yet incomplete implementation of the public comment system 
for lower level rules and regulations remains a barrier to citizen 
participation and an area of non-compliance with WTO commit-
ments.9 
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INTELLECTUAL PROPERTY RIGHTS 

This past year, the Commission observed reports of improved en-
forcement of intellectual property rights (IPR) in some areas, 
though concerns remained about IPR infringement, including 
forced technology transfers. This past year, USTR, American 
Chamber of Commerce in the People’s Republic of China (AmCham 
China), the US–China Business Council, and the European Cham-
ber reported that the Chinese government had made some progress 
in IPR enforcement.10 Revisions to the PRC Anti-Unfair Competi-
tion Law, which took effect in January 2018, reportedly may pro-
vide improved protections for trade secrets.11 In March and April 
2018, government officials promised the creation of a system for 
seeking punitive damages over IPR infringements.12 Nevertheless, 
USTR and business groups continued to report deficiencies in the 
government’s protection and enforcement of IPR.13 Specific IPR 
concerns this past year included online piracy and copyright in-
fringement,14 as well as forced technology transfers.15 A March 
2018 USTR report found that the government uses restrictions on 
foreign ownership in certain sectors of the economy to force tech-
nology transfers through the establishment of joint ventures with 
Chinese firms, and that authorities often demand technology trans-
fers orally or informally to avoid the appearance of violating inter-
national trade obligations.16 

EQUAL TREATMENT UNDER THE LAW 

This past year, the Chinese government took some steps toward 
meeting the WTO requirement for equal treatment of domestic and 
foreign companies, yet a significant percentage of U.S. and German 
companies reported feeling ‘‘less welcome’’ in China. When it joined 
the WTO, China committed to ensure non-discrimination against 
foreign enterprises in the procurement of goods and services and 
enforcement of intellectual property rights.17 In October 2017, sev-
eral central government agencies jointly issued a provisional docu-
ment outlining rules for implementing a fair competition review 
system, stating that government agencies should—with some ex-
ceptions 18—review all new regulations to ensure that they do not 
limit market competition.19 In June 2018, the government issued 
new rules allowing for increased foreign investment in certain fi-
nancial sectors and lifting all restrictions on foreign ownership in 
those sectors in 2021.20 According to surveys of foreign businesses 
published by the American and German chambers of commerce this 
past year, 75 percent of American businesses surveyed and 39.1 
percent of German businesses surveyed reported feeling ‘‘less wel-
come in China than before,’’ while 54.7 percent of German busi-
nesses surveyed reported the situation had not changed.21 

Reports continued to emerge this past year of the favorable treat-
ment of domestic firms over foreign firms through the blocking of 
foreign websites and other formal restrictions on foreign firms. This 
past year, the government reportedly blocked websites including 
Facebook, Twitter, and many of Google’s services using censorship 
filters often referred to as the ‘‘Great Firewall.’’ 22 In November 
2017, many application (app) stores in China reportedly removed 
Skype for download from their stores, though Skype itself remained 
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accessible at that time.23 Although some internet users in China— 
foreign firms in particular—have relied on virtual private networks 
(VPNs) to circumvent government internet restrictions,24 in Janu-
ary 2017, the Ministry of Industry and Information Technology an-
nounced that starting March 31, 2018, only government-approved 
VPNs would be allowed.25 Although app stores in China removed 
hundreds of VPNs,26 initial reports following the March 31, 2018, 
deadline suggested that some private VPNs remained accessible.27 
[For more information on censorship in China, see Section II— 
Freedom of Expression.] In addition, the government continued to 
enforce quotas on foreign films, and as of July 2018, talks between 
U.S. and Chinese officials to raise the quota on U.S. films report-
edly had stalled.28 

In addition to formal restrictions on foreign firms, the Commis-
sion observed reports of other forms of preferential treatment, both 
of domestic firms and of government- or Party-connected firms. 
USTR, AmCham China, and the European Chamber reported that 
foreign firms face unequal treatment in the issuing of licenses and 
enforcement of regulations.29 State-owned enterprises in China re-
portedly receive favorable treatment in obtaining loans from gov-
ernment-controlled banks, which has put both foreign and private 
domestic firms at a disadvantage.30 According to the international 
non-governmental organization Freedom House, regulators and 
courts in China treat private firms with informal ties to the gov-
ernment and Party favorably compared to firms without such con-
nections.31 

Role of the Chinese Communist Party and Government in the 
Commercial Sector 

The Chinese Communist Party and government maintain a role 
in most enterprises that operate in mainland China, whether they 
are state-owned enterprises (SOEs), domestic private firms, foreign 
firms, or joint ventures. The PRC Company Law and the Chinese 
Communist Party Constitution require any firm with three or more 
Party members to allow the Party to establish a Party group within 
that firm.32 According to government data, as of the end of 2016, 
93.2 percent of SOEs and 67.9 percent of private enterprises had 
Party groups, as did 70 percent of foreign-invested enterprises.33 In 
addition to Party groups,34 many firms have a branch of the Party- 
led All-China Federation of Trade Unions (ACFTU) on site.35 [For 
more information on the ACFTU, see Section II—Worker Rights.] 
Within a typical SOE, company executives are also members of the 
SOE’s Party committee,36 and Party committee members serve on 
the board of directors.37 Scholar Yasheng Huang 38 noted that state 
control in sectors of China’s economy such as finance is another 
mechanism through which the government can exert power over 
the private sector.39 Private investors and firms also invest in 
SOEs; 40 Director Xiao Yaqing of the State-Owned Assets Super-
vision and Administration Commission said in April 2018 that over 
60 percent of SOEs had mixed ownership.41 Moreover, many execu-
tives of private firms in China are reportedly also members of 
Party-led organizations or delegates to China’s legislature.42 In ad-
dition to these formal ties, Party and government officials have 
long maintained informal and often corrupt ties to the private sec-
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tor.43 [For more information on the relationship between the Com-
munist Party and the government, see Section III—Institutions of 
Democratic Governance.] 

Reports from this past year indicate that the Party and govern-
ment are attempting to expand their roles in commercial enter-
prises. In October 2017, the Party amended its constitution to stip-
ulate that Party committees play a ‘‘leading role’’ in the decision-
making of SOEs.44 This followed reports of dozens of SOEs amend-
ing their articles of incorporation in the summer of 2017 to 
strengthen the role of the Party within their enterprises.45 The Eu-
ropean Chamber and international media reported this past year 
that multiple SOEs engaged in joint ventures with foreign compa-
nies had proposed granting internal Party groups a greater deci-
sionmaking role within those joint ventures.46 In June 2018, the 
China Securities Regulatory Commission proposed revisions to 
stock market guidelines that would require all listed companies to 
establish Party groups.47 In addition, in October 2017, the Wall 
Street Journal reported that the Chinese news app Yidian Zixun 
had allowed the government to purchase shares in the firm in 
order to obtain licenses for online content distribution.48 The gov-
ernment is also reportedly exploring purchasing stakes in major 
technology firms including Alibaba and Tencent.49 

Human Rights and the Commercial Sector 

Role of Commercial Firms in Domestic Security in Xinjiang 

This past year, companies provided a wide range of equipment and 
services to the government in the Xinjiang Uyghur Autonomous Region 
(XUAR), despite reports of the suppression of ethnic and religious mi-
norities. International human rights organizations report that human 
rights abuses in the XUAR are widespread, including severe restrictions 
on freedom of religion 50 and the internment of hundreds of thousands to 
as many as 1.1 million individuals belonging to Muslim ethnic minority 
groups in a network of extrajudicial ‘‘political reeducation’’ centers or 
camps.51 In an analysis for the Jamestown Foundation, scholar Adrian 
Zenz documented a 92.8 percent increase in domestic security spending 
in the XUAR from 2016 to 2017.52 The same scholar analyzed procure-
ment documents from local governments in the XUAR and found bids 
for the construction and operation of ‘‘political reeducation’’ camps, in-
cluding the purchases of surveillance equipment, furniture, and food de-
livery services.53 In one example, the government of Hotan (Hetian) city, 
Hotan prefecture, planned to purchase 900 specially designed smart 
phones from the state-owned China Telecom 54 for use in ‘‘political re-
education’’ centers.55 
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Role of Commercial Firms in Domestic Security in Xinjiang— 
Continued 

According to a report in Foreign Policy, since 2016, the XUAR govern-
ment has awarded contracts worth over US$1 billion to two of the 
world’s largest security camera manufacturers,56 Chinese companies 
Hikvision and Dahua Technology for surveillance projects in the 
XUAR.57 In the spring of 2018, international media reported that the 
international security services company Frontier Services Group had 
partnered with the state-owned enterprise CITIC Group to invest in the 
Beijing municipality-based International Security Defense College.58 Ac-
cording to the school’s website, it specializes in counterterrorism and 
other security training courses for Chinese military, police, private secu-
rity firms, and the general public.59 The school’s founder told the Wash-
ington Post that it was building a branch in the XUAR to train military 
and police personnel in the region.60 [For more information on human 
rights abuses in the XUAR, see Section IV—Xinjiang.] 

COMMERCIAL FIRMS’ COMPLIANCE WITH DOMESTIC LAW RAISES 
PRIVACY CONCERNS 

Human rights groups warn that Chinese laws allow for collection 
of personal data from commercial firms without adequately pro-
tecting individuals’ internationally recognized right to privacy.61 
The PRC Cybersecurity Law took effect on June 1, 2017, requiring 
companies to store user data inside mainland China.62 The law 
provides some privacy protections, such as requiring businesses to 
obtain user consent before collecting data,63 though the law does 
not define consent.64 The Information Security Technology—Per-
sonal Information Security Specification,65 effective May 1, 2018, 
also requires consent to collect individual data,66 but provides elev-
en exemptions to this requirement,67 including when such informa-
tion is ‘‘directly relevant to public security, public health, or signifi-
cant public interest.’’ 68 The PRC Cybersecurity Law further re-
quires companies to provide technical support to authorities that 
are conducting criminal investigations or ‘‘protecting state secu-
rity,’’ 69 without specifying what such technical support entails.70 
An expert in Chinese law noted that ‘‘police have broad powers to 
collect evidence’’ from companies without judicial review,71 and 
international human rights groups warned that Chinese laws gov-
erning authorities’ collection of data do not adequately protect indi-
viduals’ privacy rights.72 The Universal Declaration of Human 
Rights and the International Covenant on Civil and Political Rights 
provide for the right to privacy.73 

Despite these privacy concerns, reports from this past year indi-
cate that international companies are increasingly storing Chinese 
user data inside mainland China to comply with the PRC Cyberse-
curity Law. In February 2018, Apple transferred operations of 
iCloud services for mainland Chinese accounts to the state-owned 
Chinese firm Guizhou-Cloud Big Data.74 Apple notified Chinese 
users of the change and allowed them to opt out of using iCloud 
services.75 Amnesty International warned that ‘‘Chinese authorities 
now have potentially unfettered access to all Apple’s Chinese cus-
tomers’ iCloud data.’’ 76 Even prior to passage of the Cybersecurity 
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Law, Microsoft, Amazon, and IBM reportedly had partnered with 
local Chinese firms on cloud services in China starting in 2013.77 
Chinese companies such as Alibaba and Tencent also collect large 
amounts of data from their users.78 It is unclear how much data 
these companies share with authorities, but reports from inter-
national news media indicate that domestic technology firms work 
closely with police and other government authorities.79 

In one example of how company data may be used by police, a 
November 2017 Human Rights Watch (HRW) report described the 
‘‘Police Cloud’’ (jing wu yun) system, which the Ministry of Public 
Security is developing to collect large amounts of data in order to 
surveil targeted individuals or groups of concern.80 Police in one lo-
cality reportedly purchased company data from third parties such 
as e-commerce companies,81 and police in another locality report-
edly plan to collect usernames, IP addresses, and package delivery 
information.82 According to HRW, the Police Cloud system will tar-
get groups seen as a threat to stability, including petitioners seek-
ing redress from the government and ethnic minority groups,83 po-
tentially violating rights to the presumption of innocence and free-
dom of association.84 

ROLE OF COMMERCIAL FIRMS IN THE COLLECTION OF BIOMETRIC DATA 

Government and companies’ large-scale collection of data in 
China includes the collection of biometric data such as faces, voice 
samples, and DNA, and raises concerns regarding the potential tar-
geting of rights advocates and compliance with international stand-
ards protecting the right to privacy. In October 2017, HRW re-
ported that national police databases contained over 1 billion faces 
and over 40 million DNA samples, and that the Ministry of Public 
Security began construction of a national voice recognition data-
base in 2012.85 HRW further reported that police in Anhui province 
and the Xinjiang Uyghur Autonomous Region (XUAR) purchased 
voice pattern collection systems from the Anhui province-based 
technology company iFLYTEK, which provides speech recognition 
and text-to-speech applications (apps) for millions of mobile phones 
in China,86 and XUAR security personnel reportedly procured DNA 
sequencers from the U.S.-based firm Thermo Fisher Scientific.87 
The PRC Criminal Procedure Law allows police to collect biometric 
data including fingerprints, urine, and blood samples from anyone 
suspected of committing a crime.88 Human rights organizations re-
ported, however, that the Chinese government has brought crimi-
nal cases against individuals such as lawyers, journalists, human 
rights advocates, and religious believers for exercising their inter-
nationally recognized human rights.89 Moreover, reports this past 
year indicate that DNA collection is not limited to criminal sus-
pects.90 For example, in the XUAR, authorities have reportedly 
been collecting DNA samples and other biometric data from all 
residents aged 12 to 65.91 According to HRW, the collection of bio-
metric data should be ‘‘comprehensively regulated’’ and ‘‘narrow in 
scope’’ in order to comply with international standards protecting 
the right to privacy.92 
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ROLE OF COMMERCIAL FIRMS IN THE SOCIAL CREDIT SYSTEM 

During this reporting year, the Chinese government continued to 
work with Chinese companies to develop and implement a social 
credit system that aims to aggregate and monitor the data that the 
government and companies collect, which some observers warned 
could increase the government’s capacity for social control. In 2014, 
the State Council released an outline for the creation of a national 
social credit system by 2020 to measure and improve the credibility 
of government agencies, organizations, and individuals.93 Scholars 
describe the social credit system as an ambitious project that will 
aggregate and monitor the large amounts of data that the state 
and companies collect on citizens in order to guide citizens’ behav-
ior through the use of incentives.94 The government has reportedly 
worked with Chinese companies on the technology needed to imple-
ment the program.95 In February 2018, the People’s Bank of China 
formally approved the first nationwide credit-scoring company, 
Baihang Credit Scoring, which is a joint venture between a state- 
and Party-organized entity and eight Chinese technology firms.96 
Although the social credit system remained in the pilot stage this 
past year,97 human rights experts and other observers warned the 
system could be used to further tighten government control over 
citizens.98 

ROLE OF COMMERCIAL FIRMS IN THE EXPANSION OF SURVEILLANCE 
NETWORKS 

Chinese security authorities are working with companies not 
only to collect and monitor individuals’ data, but also to integrate 
improved technology into China’s expanding network of surveil-
lance cameras, as human rights advocates raised concerns over the 
government’s use of surveillance to target rights advocates and eth-
nic minorities. For example, the Chinese company Megvii makes 
software for commercial photo apps while also providing facial rec-
ognition software that the company claims has helped police make 
4,000 arrests since the beginning of 2016.99 Major Chinese tech-
nology companies Alibaba and Tencent also reportedly work with 
Chinese authorities to equip Chinese cities with surveillance tech-
nology.100 The state-owned technology firm Aebell is developing a 
nationwide system called ‘‘Sharp Eyes,’’ which would link surveil-
lance cameras installed in rural areas to individuals’ televisions 
and smart phones, allowing individuals to assist authorities in 
monitoring their villages.101 The Party-run news outlet Legal Daily 
reported that by the end of 2017, authorities in Sichuan province 
had completed Sharp Eyes projects in 14,087 villages, installing 
41,695 new surveillance cameras.102 The consulting firm IHS 
Markit predicted China would account for 46 percent of the global 
video surveillance market in 2018.103 Discussing possible privacy 
concerns, the Chief Executive Officer of the Chinese company 
LLVision—which created glasses that Beijing police have tested 
that can match faces to a database of suspects in real time—told 
Reuters, ‘‘We trust the government.’’ 104 Human rights advocates 
reported, however, that the government has used surveillance to 
target political dissidents and ethnic minority groups.105 [For more 
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information on government surveillance, see Section III—Institu-
tions of Democratic Governance.] 

ROLE OF COMMERCIAL FIRMS IN INTERNET CENSORSHIP 

The Chinese government continued to restrict freedom of expres-
sion online by blocking and censoring content. Freedom House 
called China ‘‘the world’s worst abuser of internet freedom,’’ 106 and 
international human rights organizations have documented ongo-
ing and increasing censorship this past year, particularly censor-
ship of online content.107 The Chinese government is able to censor 
online speech both by preemptively blocking content and by cen-
soring content after it appears online.108 Moreover, the government 
has detained social media users, bloggers, and the founders of 
rights advocacy websites in connection with their online speech.109 
[For more information, see Section II—Freedom of Expression.] 

In addition to blocking or censoring content, Chinese authorities 
require companies to monitor content on their websites and apps, 
and in several cases this past year, authorities threatened or pun-
ished companies over online content. The PRC Cybersecurity Law 
requires companies to monitor content their customers create or 
share, censor content that violates laws and regulations, and report 
such content to authorities.110 For example, in late September 
2017, the Cyberspace Administration of China fined technology 
companies Sina, Tencent, and Baidu for violating the Cybersecurity 
Law over content its users shared, which reportedly included polit-
ical content.111 In January 2018, the Shanghai Cyberspace Admin-
istration forced the U.S.-based hotel chain Marriott to take its 
websites and apps in China offline for a week after it sent an email 
to Chinese customers that listed Tibet, Hong Kong, Macau, and 
Taiwan as countries.112 The company quickly issued a public apol-
ogy and an eight-point ‘‘rectification plan.’’ 113 Radio Free Asia re-
ported in March that the State Council Taiwan Affairs Office would 
not permit the screening of Taiwanese films in China if those films 
featured actors who had voiced support for Taiwan independ-
ence.114 In April, the State Administration of Radio and Television 
(SART) criticized a popular news app and a video app, both owned 
by the China-based company Bytedance (Jinri Toutiao), for ‘‘vio-
lating social morality’’; those apps, and several other popular news 
and video apps, temporarily disappeared from app stores.115 SART 
then ordered Bytedance to permanently close a popular joke-shar-
ing app, calling the app ‘‘vulgar.’’ 116 Although the International 
Covenant on Civil and Political Rights—which China has signed 
and committed to ratify 117—allows governments to limit freedom of 
expression for the protection of ‘‘morals,’’ 118 the Chinese govern-
ment has in the past used campaigns against pornography and 
other ‘‘unlawful information’’ to restrict the legitimate exercise of 
freedom of expression.119 

Faced with the possibility of lost revenue and other forms of pun-
ishment, both domestic and international companies engaged in 
self-censorship. After authorities took disciplinary action against 
them, domestic technology companies Kuaishou and Bytedance re-
portedly announced plans to expand the number of employees who 
monitor and censor content on their platforms.120 In October 2017, 
the German academic publishing company Springer Nature agreed 
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to censor its journal articles in mainland China.121 In congressional 
testimony in March, one media scholar described how film industry 
executives outside mainland China have invited Chinese content 
regulators to speak at conferences to provide guidance on how to 
create content that Chinese censors will allow.122 The Chinese 
microblog Weibo announced that in May 2018 it had blocked or de-
leted 141,000 posts containing ‘‘harmful information about current 
politics.’’ 123 Weibo also closed or limited functionality for 5,450 ac-
counts for sharing ‘‘harmful’’ political information, an increase of 
355 percent from April.124 In the summer of 2018, dozens of inter-
national airline companies reportedly changed their international 
websites to comply with Chinese government demands to remove 
references to Taiwan as a country.125 Reports emerged in August 
2018 that Google was developing a censored search app for the Chi-
nese market.126 
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