TECHNOLOGY-ENHANCED AUTHORITARIANISM
Findings

¢ In contravention of its signed and ratified commitment to the
International Convention to End All Forms of Racial Discrimi-
nation, the People’s Republic of China (PRC) has continued to
facilitate the development and use of domestic standards and
surveillance technologies that employ racial profiling and thus
encourage discrimination on the basis of ethnicity.

e The Central Committee of the Chinese Communist Party
and the State Council jointly released the “Plan for the Overall
Layout of Building a Digital China,” which prioritizes the digi-
talization of governance in China, interconnectedness and effi-
ciency across China’s digital infrastructure, and expansive con-
trol of data using next-generation technologies.

¢ International observers reported that PRC authorities have
increased investment in next-generation data-intensive tech-
nologies, such as “smart city” projects and police geographic in-
formation systems designed to better surveil and control soci-
ety.

e This past year, Party and government agencies released reg-
ulations concerning generative artificial intelligence (AI) to en-
sure that Al-generated content puts the PRC in a positive
light, downplays criticism, and excludes content that authori-
ties deem to be a threat to social stability.

e PRC authorities carried out digital surveillance and censor-
ship to suppress the White Paper protests that took place
throughout China in late November 2022 in opposition to
harsh zero-COVID measures. Leaked directives revealed that
Chinese authorities initiated the highest “emergency response”
level to restrict protesters’ access to virtual private networks
(VPNs) and instructional materials for accessing foreign news
and social media apps.

e During the reporting year, a report documented PRC au-
thorities using advanced technology and ethnic minority online
“influencers” to present a rosy picture of life in the Xinjiang
Uyghur Autonomous Region in 1,741 videos spread out
amoung 18 YouTube accounts with 2,000 to 205,000 followers,
as part of a larger effort to deny the PRC’s ongoing genocide
in the region.

e Authorities implemented technological upgrades to the PRC’s
censorship mechanisms, together known as the Great Firewall,
during the 20th National Congress of the Chinese Communist
Party. Information emerged this past year about blogger Ruan
Xiaohuan, an information security expert who provided online
guidance to circumvent the Great Firewall, and who was sen-
tenced to seven years’ imprisonment for “inciting subversion of
state power.”

Recommendations

Members of the U.S. Congress and Administration officials are
encouraged to take the following actions:
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O Urge the U.S. State Department to submit an inter-state
complaint to the Committee on the Elimination of Racial Dis-
crimination (CERD) to hold PRC authorities and complicit
companies accountable for the development and use of “eth-
nicity tracking” technology. The CERD is obligated to hear all
inter-state complaints.

O Consider legislation to prohibit foreign governments from ex-
ploiting information and communications technology products
that operate in the U.S. to protect citizens’ data and freedom
of expression.

O Consider adopting legislation to ban the social media app
WeChat from federal employees’ and contractors’ devices. The
U.S. Department of Defense, Transportation Security Adminis-
tration, and several states have already banned WeChat from
their employees’ devices.

O Encourage the U.S. representatives to the Freedom Online
Coalition and other bodies to leverage the coalition’s Al and
human rights expertise to support alternate facial recognition
standards for surveillance, such as privacy-preserving com-
puter vision systems that automatically censor faces and
deanonymize those necessary for investigative leads.

O Urge cloud infrastructure providers to offer preferential
rates to U.S. Government-funded circumvention tools, to en-
sure that federal funds have the maximum impact by enabling
a greater number of users to circumvent the Great Firewall.

O Impose diplomatic and financial penalties on PRC officials
and state media outlets that engage in bullying, intimidation,
and harassment of journalists.

O In interactions with Chinese officials, call for the release of
political prisoners currently detained or imprisoned for the
peaceful exercise of their human rights, such as Ruan
Xiaohuan, He Binggang, and Zhang Yibo, all three of whom
aimed to assist Chinese citizens in circumventing PRC censor-
ship. The records of detained individuals in the Commission’s
Political Prisoner Database provide a useful resource for such
advocacy. Urge PRC officials, law enforcement, and security
forces to end the use of arbitrary detention, disappearance,
beatings, torture, and intimidation to suppress and punish in-
dividuals for the peaceful exercise of their rights.
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Introduction

During the Commission’s 2023 reporting year, the Chinese Com-
munist Party and government expanded their use of technology in
an attempt to control public opinion in China and internationally,
and to restrict freedom of expression and freedom of movement,
often in violation of international treaties. Authorities have widely
deployed such technology at the expense of human rights and
democratic principles and institutions.

Violations of International Commitment to Prevent
Racial Discrimination

Prior to and during the reporting year, Chinese surveillance com-
panies promoted the use of standards and the sale of surveillance
equipment that has the capacity to target Uyghurs, Tibetans, and
members of other ethnic minority groups by tracking people’s skin
color and using facial attributes as an analytical factor. Several re-
ports published during this reporting year showed that PRC public
security bureaus had contracted with Chinese surveillance tech-
nology companies Dahua, Hikvision, and Uniview to continue to de-
velop surveillance systems that tracked protesters and ethnic and
religious minorities.! The PRC government’s use of these tech-
nologies violated its ratified commitments to the International Con-
vention to End All Forms of Racial Discrimination (ICERD).2 Ac-
cording to Committee on the Elimination of Racial Discrimination
(CERD) general recommendation No. 36 on Preventing and Com-
bating Racial Profiling by Law Enforcement Officials, “States
should also ensure the adoption and periodical revision of guide-
lines and codes of conduct . . . in the programming, use and com-
mercialization of algorithms that may lead to racial discrimination

”3

In 2021, IPVM, a U.S.-based company that monitors security
technology, reported that Uniview, Hikvision, Dahua, and NetPosa
coordinated with PRC public security authorities to write “ethnicity
tracking” standards—including the use of various “personal at-
tributes, such as skin color"—to facilitate the surveillance of
Uyghurs, Tibetans, and other ethnic groups in China.* While offi-
cial guidance reportedly only “recommended” the use of these racial
and ethnic-coded standards in police surveillance work, one source
indicated that Chinese public security bureaus must use the stand-
ards when conducting camera surveillance.? Examples of such “rec-
ommended” standards are national standards said to be produced
by the Ministry of Public Security using ethnicity detection and
skin color in facial recognition applications and searchable data-
bases for video analysis systems; and another standard, issued by
the Xinjiang Uyghur Autonomous Region’s (XUAR) Market Super-
vision Administration Bureau, for “technical database require-
ments” for XUAR public security officials to estimate the prob-
ability that someone belongs to a particular ethnic group.¢ In Octo-
ber 2022, a Dahua salesperson reportedly remarked that the com-
pany used cameras with ethnicity tracking features.” In an August
2022 letter to the Federal Communications Commission, Dahua
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stated it had “never implemented” a product to target a specific
ethnsic group for commercial use, but was silent as to government
use.

This past year, two think tanks concluded that PRC authorities
provide strong commercial incentives for companies to develop sur-
veillance technology for public security, giving them little reason
not to follow the government’s policy direction.® For example, one
researcher determined that Chinese artificial intelligence (AI) com-
panies, specifically those working on facial recognition, that re-
ceived public security contracts from a city with “above median sur-
veillance capacity,” developed more software products than those
that did not receive such contracts.l9 Chinese governments at dif-
ferent levels are some of the largest purchasers of Al surveillance
products because local government officials’ prospects for promotion
depend, at least in part, on their track record in “maintaining so-
cial stability.” 11 Researchers also found a direct relationship be-
tween social unrest and a subsequent increase in the next quarter
of public security technology contracts.12

Expansion of Surveillance Capabilities for Social Control

This past year, authorities expanded surveillance capabilities to
increase social control by promoting new data-intensive tech-
nologies. Analysts estimated that local governments and companies
in Chinese cities would spend US$50 billion by the end of 2024 on
“smart city” technologies, such as collecting data through
smartphones, quick response (QR) code readers, point of sale ma-
chines, air quality monitors, and radio frequency identification
chips used to store biometric information in identification cards.13
The PRC’s capacity to collect data was illustrated by the leak in
July 2022 of the Shanghai National Police database, which con-
tains information on 1 billion Chinese residents and several billion
case records, including names, addresses, birthplaces, national ID
numbers, mobile telephone numbers, ethnicity, and details of re-
lated police cases.1* The database also included a label for “people
who should be closely monitored,” a reference to people whom pub-
lic security authorities deem to be risks or possible threats to social
stability, and whom they thus target for surveillance.l’> In May
2023, IPVM reported that Songjiang district in Shanghai munici-
pality was designated a digitization “case study,” with the goal of
digitally transforming Shanghai’s public security bureaus so that
they are able to access a set of data modules, one of which can alert
public security about foreign journalists in Shanghai who have
traveled to the XUAR.16 Another of the data modules reportedly
can identify Uyghurs arriving in Shanghai and verify their ad-
dresses.1?” According to an analysis of government procurement no-
tices published in May 2023 by China Digital Times, 30 provincial
governments over a period of 17 years signed at least 803 con-
tracts, worth 6.2 billion yuan (almost US$902 million), for police
geographic information systems (PGIS).1®8 PGISs are used to pre-
dict and plot unlawful activities and patterns, which in China can
include anti-government protests, and other measures related to
social stability.1® As late as May 2023, Dahua marketed a surveil-
lance system called “Jinn” that conducts grassroots-level moni-
toring or “social governance,” and that reportedly has a feature
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that can alert public security officers if a banner is unfurled in
public for too long.20

Surveillance and Tracking of White Paper Protests
Using Artificial Intelligence

Chinese authorities carried out digital surveillance and censor-
ship to suppress individuals who participated in protests against
harsh zero-COVID measures known as the White Paper protests
that took place throughout China in late November 2022. Leaked
directives revealed that Chinese authorities had initiated the high-
est “emergency response” level to restrict protesters’ access to vir-
tual private networks (VPNs) and related instructional materials
for promoting access to foreign news and social media apps.2! The
Cyberspace Administration of China (CAC) issued draft rules in
June 2023 to regulate the creation of ad hoc networks, using tools
such as Bluetooth and Apple’s AirDrop, by requiring real-name
verification, and automatically defaulting them to the “off” position
ten minutes after activation.22 While Chinese authorities used Al
to identify people in videos, the surveillance system struggled to
capture the variety of videos that protesters uploaded.23 Observers
believe Chinese authorities used data from cell phone towers to
identify and interview individuals whose phone signals were deter-
mined to be in the same area as the protests.2¢ Chinese tele-
communication companies are legally required to turn over certain
metadata including user accounts’ real (“legal”) names, operating
time and type, network source and destination address, network
source ports, client hardware characteristics, user-released infor-
mation records, and chat logs related to activity that “mobilizes”
public sentiment or causes “major changes in public opinion.” 25
[For information about the detention of White Paper protesters, see
Chapter 1—Freedom of Expression, Chapter 2—Civil Society, and
Chapter 6—Governance.]

“Digital China” Policy Developments

PRC officials continued to promote “Digital China,” one of Party
General Secretary Xi Jinping’s long-term strategic plans, which
prioritizes the digitalization of governance in China and expansive
control of data.26 In March 2023, the Party Central Committee and
State Council jointly released the “Plan for the Overall Layout of
Building a Digital China” (Digital China),2? which a commentator
on technology observed2® provides “a framework for contextualizing
the roles of digital infrastructure [and] the data economy.” 29 The
same commentator highlighted Digital China’s ambitious time-
frame and scale, noting that “the plan” specifies that the founda-
tion for a Digital China should be completed by 2025 and should
include building an interconnected and efficient digital infrastruc-
ture, expanding data resources, and increasing government digi-
talization.30 An analysis from Bitter Winter, an online magazine
that reports primarily on religious repression in China, called at-
tention to one dimension of the Party’s role in Digital China’s im-
plementation, whereby “local [Chinese] Communist Party commit-
tees” will expand internet access to every village in China while
also “bringing control and surveillance” over all Chinese citizens.3!
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In an analysis of the strategic underpinnings of Digital China,
experts at the Pacific Forum concluded that the Party “considers
the ‘control of data’ to be essential to its own survival, on par with
the control of media, the military, and personnel.” 32 They contend
that Digital China is a “grand strategy” to create the world’s first
data-driven governance society—which PRC officials refer to as
Smart Society—the success of which is meant to demonstrate the
Party’s supremacy by wielding technology to better provide for Chi-
nese citizens.33 The March 2023 planning document on Digital
China added an international development component overlapping
with the Digital Silk Road, as one of the points of Digital China
is to “. . . establish an international exchange and cooperation sys-
tem for the digital domain . . . jointly establish a high quality ‘Dig-
ital Silk Road’; and actively develop ‘Silk Road e-commerce.’”34 In
March 2023, authorities created a new ministry-level national data
bureau, under the State Council’s National Development and Re-
form Commission (NDRC), per the Digital China mandate.3> An
NDRC researcher characterized the new bureau as responsible for
the “management of data through its entire life cycle,” saying that
“processes like data generation, transmission, storage, processing
and handling, circulation and trading, and development and use,
will all be within the scope of the new bureau’s overall planning
and management responsibilities.” 36 Data and technology are cen-
tral to Digital China’s implementation, not only in more effectively
providing public goods to Chinese citizens, but also in manipulating
artlif;g:ial intelligence (AI) and big data for social and political con-
trol.

Malign Influence and Data Sharing on TikTok and WeChat

Under PRC law, technology companies operating in China are re-
quired to share data with authorities upon request, thus infringing
on users’ privacy.3® The government has passed a range of legal
provisions that require technology companies’ and their employees’
compliance regarding state secrets and information harming na-
tional security and economic development.3® The PRC Cybersecu-
rity Law requires companies and individuals within China to pro-
vide technical support and assistance to public security and state
security entities, which a researcher at the Hoover Institution in-
terpreted as making networks, data, and communication available
to these entities.40

Both TikTok and WeChat continued to collect data internation-
ally and send it back to China, where PRC authorities could access
it. Internet 2.0, a joint U.S. and Australian cybersecurity firm, pub-
lished a report in July 2022 showing that TikTok had sent a large
amount of data to China and concluded that it was engaging in
data harvesting.4! In May 2023, Forbes revealed that foreign con-
tent creators’ tax data is stored on servers in China and is acces-
sible by Chinese employees.42 In December 2022, TikTok’s parent
company ByteDance said that two of its employees, in the course
of investigating a company information leak, had improperly
accessed user data, including the internet protocol (IP) addresses of
two journalists that would reveal their physical location.43 The
Australian Financial Times (AFT) reported that TikTok had up-
dated its algorithms for broadcast and moderation of livestreams,
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relying on a team of engineers that included at least a dozen affili-
ated with ByteDance, some of whom were working in China.44 An
Australian senator told AFT that he was concerned the engineers’
access to overseas data could be used to create algorithms that sup-
press content critical of the Party and elevate supportive content.45

In September 2022, Freedom House reported that in 21 of 30 as-
sessed countries, PRC state-owned media outlets strongly influ-
enced the direction of news content accessible to Chinese speakers,
especially via the social media platform WeChat.46 Diaspora outlets
that post on WeChat must conform to WeChat’s censorship require-
ments.47 Since WeChat does not have an advanced search function,
users view stories determined by WeChat’s algorithm instead of ac-
tively searching for content that must conform with PRC provisions
requiring technology companies to spread “positive energy” and not
“disrupt economic and social order.” 48 According to two Wall Street
Journal reporters who wrote a book on digital surveillance in
China, Chinese security personnel may have access to a “back-end
portal” to monitor conversations and behavioral data on WeChat.4?
Authorities also have used WeChat as a tool of political repression
against foreign entities and individuals.5° This past year, Allen
Shen, a candidate for the Minnesota House of Representatives, al-
leged that he could not post on WeChat because of his political po-
sitions about China.5?

Increased Repression and Censorship Online

The PRC increased digital repression with targeted censorship
campaigns and digital upgrades to the Great Firewall timed to the
20th National Congress of the Chinese Communist Party in Octo-
ber 2022. One expert expressed the belief that China’s internet cen-
sorship likely had a technological upgrade with better deep packet
inspection to identify and block transmitted data deemed undesir-
able.52 Around the same time, the PRC blocked transport layer se-
curity (TLS) data for anti-censorship programs, and not just the
ports, on a massive scale for the first time.53

Ruan Xiaohuan, Anonymous Blogger and Guide to
Circumventing the Great Firewall, Sentenced to
Seven Years in Prison

In February 2023, the Shanghai Municipal No. 2 People’s Court sen-
tenced Ruan Xiaohuan, an anonymous blogger with professional exper-
tise in information security, to seven years’ imprisonment, two years’
deprivation of political rights, and a fine on the charge of “inciting sub-
version of state power.”54 Until his detention in May 2021, Ruan not
only provided guidance on how to circumvent China’s censorship tools to
access information outside China, he also wrote about sensitive topics,
such as political analysis critical of Chinese authorities, the 1989
Tiananmen protests, and the hidden wealth of Chinese officials.55 Au-
thorities reportedly used the registration information from an old ac-
count on Douban, a social media website, that used a similar online
name and had content criticizing the government, in order to apprehend
him.56
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Increased Regulation of Generative Al
for Social and Political Control

PRC agencies are regulating the technology behind generative
Al, such as ChatGPT, to ensure that Al-generated content depicts
China in a positive light, downplays criticism, and excludes other
content that Party and government authorities deem to be threats
to social stability. One analyst found that the PRC’s approach to
governing generative Al products is relatively “piecemeal,” focused
on specific usages of the technology, in contrast with, e.g., the Eu-
ropean Union’s attempt at a more comprehensive governance
%)1an.57 Two such regulatory efforts this past year included the fol-
owing:

e In December 2022, the Cyberspace Administration of China
(CAC), Ministry of Industry and Information Technology, and
Ministry of Public Security jointly released new provisions on
Al-generated text, images, videos, and virtual scenes.?® The
provisions are meant to “dispel rumors,” prevent the dissemi-
nation of “fake news,” and prohibit the use of Al content gen-
eration in “activities . . . endangering national security” or “dis-
rupting economic and social order.” 59
e In April 2023, the CAC released draft measures requiring
that generative Al technology “must not subvert state power,
. incite separatism, . . . promote ethnic hatred, ethnic dis-
crimination, . . . [or] promote content that may disrupt eco-
nomic and social order.” 60 PRC authorities frequently cite “so-
cial stability” to justify controlling online content, and these
draft measures suggest officials are concerned about ChatGPT
reporting on issues that authorities deem to be politically sen-
sitive, such as the genocide in the XUAR.61

Manipulating International Opinion and Increased
Harassment Online

This past year, the Commission observed reports of PRC authori-
ties using advanced technology and third parties as “influencers” to
present a rosy picture of life in the Xinjiang Uyghur Autonomous
Region (XUAR) as part of a larger effort to deny the ongoing geno-
cide in the XUAR. In a statement published in August 2022, the
U.S. State Department concluded that the PRC had engaged in ef-
forts to “manipulate” and “dominate” global discourse about the
XUAR and to “discredit” reporting about genocide and crimes
against humanity against ethnic and religious minority groups in
the region.®2 In a related propaganda effort studied by researchers
at the Australian Strategic Policy Institute (ASPI), multichannel
corporations closely tied to the Party and government have used
and in some cases produced videos of young “influencers” from
among Uyghur, Kazakh, and other ethnic minority groups in China
to promote propaganda on foreign media platforms.63 The ASPI re-
searchers analyzed 1,741 videos distributed among 18 YouTube
“influencer” accounts, with an estimated 2,000 to 205,000 followers
for each account.6* The Party reportedly has paid as much as
US$620,000 to online influencers and production companies for
propaganda and to counter international human rights documenta-
tion.%5
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PRC authorities continued to harass and intimidate individuals
who tried to report on China’s human rights record or report sto-
ries that diverge from official narratives. An ASPI report concluded
that the Party was “successfully silencing governments, businesses
and civil society organizations globally and deterring them from
criticising the CCP’s [human] rights record and actions,” in part by
using Facebook as a tool in information operations, both to height-
en PRC preferred “positive” narratives and to disseminate
disinformation.66 Freedom House reported that online harassment
of journalists, especially of women of East Asian descent, had in-
creased, and linked the increase to Chinese official media outlets
naming specific journalists.6” [For more information, see Chapter
20—Human Rights Violations in the U.S. and Globally.]
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