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Findings

 • The PRC government expanded digital repression on a glob-
al scale by exporting censorship technologies to authoritarian 
governments, undermining human rights by enabling these 
governments to silence dissent.

 • China’s expansion of satellite communications infrastructure 
also raised concerns about the global spread of digital author-
itarianism, as its centralized satellite internet model could 
enable other governments to adopt PRC-style censorship, sur-
veillance, and information control and at the same time deepen 
PRC influence over global digital governance.

 • During the Commission’s 2025 reporting year, the Australian 
Strategic Policy Institute (ASPI) released a report that analyzed 
internal Chinese documents about the Safe Silk Road (SSR) 
platform, which collects information from companies operating 
in the Belt and Road Initiative (BRI) and expands the PRC 
government’s surveillance and data collection practices.

 • The PRC government embedded the “core values of Socialism” 
alongside “society’s morals and ethics” into its development of 
artificial intelligence (AI) by mandating that a type of machine 
learning systems, known as large language models (LLMs), 
align with the policies, propaganda, and principal tenets of the 
Chinese Communist Party (CCP), and by enforcing censorship 
using data evaluation standards.

 • The PRC’s advancements in quantum computing and AI 
surveillance could pose significant threats to human rights by 
enabling mass censorship, undermining privacy, and amplifying 
CCP narratives on human rights, ultimately expanding the gov-
ernment’s ability to monitor, manipulate, and suppress dissent.

 • The operations of DeepSeek reflected how PRC authorities 
can use a Chinese AI startup to insert censorship, propaganda, 
and surveillance into emergent AI technology.
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Export of Technology

The PRC government exported censorship technologies to author-
itarian governments and weak democracies, undermining human 
rights by enabling the silencing of dissent, and expanded digital 
repression on a global scale. In February 2025, the National En-
dowment for Democracy (NED) reported that the PRC appeared 
to prioritize the export of surveillance technologies to “prop up” 
authoritarian countries and weak democracies, by assisting them 
in countering internal unrest and dissent while also benefiting the 
PRC’s security and political partnerships.1

The Department of State previously noted that the Pakistani 
government “used a systematic, nationwide, content-monitoring and 
-filtering system” to censor information that was seen as “un-Islam-
ic .  .  . or critical of the state or military forces.” 2 In August 2024, the 
Pakistani government announced that it had designated between 
US$72 million and $108 million for the installation of a new web 
management system; a director for a think tank working on commu-
nication and information technology said that the system has content 
monitoring and censoring capabilities similar to the PRC’s Great 
Firewall.3 A Pakistani Ministry of Defense official later confirmed 
that Pakistan bought a firewall system from the PRC.4 Intelligence 
Online, a publication covering the global intelligence community, 
reported that the Chinese and Pakistani governments collaborated 
for almost a year on an internet system capable of blocking foreign 
websites.5 In addition, the Pakistan Telecommunications Authority 
approved Chinese telecommunications companies, including Hua-
wei, to help build a “Great Digital Firewall similar to that developed 
in China.” 6 Doublethink Lab, a civil society organization analyzing 
malign Chinese influence, ranked Pakistan’s technology sector as 
number one globally for the extent of PRC influence in the country.7

Freedom House concluded in October 2024 that Burma (Myan-
mar) and China were the world’s “worst environment[s] for internet 
freedom,” noting that the Burmese military junta cracked down 
violently on dissent while also “building a mass censorship and 
surveillance regime to suppress the activities of civilian prodemoc-
racy activists and armed resistance groups.” 8 Justice for Myanmar 
(JFM), an activist group, reported the Burmese junta began using 
a web surveillance and censorship system that included technology 
from a Chinese company, Jizhi (Hainan) Information Technology 
Company Limited, also known as Geedge Networks, in May 2024.9 
JFM called for governments to impose sanctions against Geedge 
Networks, related companies, and Geedge’s directors, including Fang 
Binxing, a founder of Geedge Networks and a leading pioneer in the 
development of the PRC’s Great Firewall.10

China’s expansion of satellite communications infrastructure 
also raised concerns about the global spread of digital authori-
tarianism, as its centralized satellite internet model could enable 
other governments to adopt PRC-style censorship, surveillance, 
and information control and at the same time deepen PRC in-
fluence over global digital governance. In August 2024, the PRC 
launched 18 low-Earth-orbit communication satellites, a small 
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portion of the total number reportedly planned.11 By bypassing 
traditional internet infrastructure, which is administered by 
many stakeholders through multiple gateways, making it harder 
for any single country to control, the Chinese government could 
increase control over the internet to the detriment of freedom 
of expression.12 An expert warned that the centralized design of 
satellite internet could enable other governments using Chinese 
satellite providers to monitor content, block sensitive topics, and 
shut down access during unrest, as with the Great Firewall.13 
The expert also warned that the PRC could pressure countries 
using these satellites to “comply with Beijing’s demands, includ-
ing censoring content critical of China, sharing sensitive data or 
suppressing domestic dissent,” to the benefit of China.14

9TH FORUM ON CHINA-AFRICA COOPERATION

In September 2024, the 9th Forum on China-Africa Cooperation 
(FOCAC) took place in Beijing municipality and was “the largest 
diplomatic event China has hosted in recent years,” according to 
a PRC Ministry of Foreign Affairs spokesperson.15 According to 
Article 19, an international nongovernmental organization focused 
on freedom of expression, the PRC government used the event to 
promote cooperation across the continent on cybersecurity and ar-
tificial intelligence.16 Article 19 also noted that similar cooperation 
initiatives had “tended to focus on the normalisation of China’s 
model of digital governance, which favours .  .  . censorship and sur-
veillance.” 17 The FOCAC Beijing Action Plan (2025 to 2027) agreed 
to at the forum contained a new separate section on artificial intelli-
gence (AI) alongside previous mentions of digital infrastructure and 
innovation, and included a statement that both sides would “jointly 
advance rules-making for global digital governance.” 18 Article 19 
raised concerns that the Action Plan would deepen cooperation in 
line with China’s ambitions to “lead in repositioning global digital 
governance norms that favour its technologies and policies at the 
expense of rights-based models.” 19

Belt and Road Initiative

During the Commission’s 2025 reporting year, the Australian 
Strategic Policy Institute (ASPI) released a report that analyzed in-
ternal Chinese documents about the Safe Silk Road (SSR) platform, 
which collects information from companies operating under the Belt 
and Road Initiative (BRI). The SSR is a non-public digital platform 
operated by the External Security Affairs Department of the PRC 
Ministry of Foreign Affairs (MFA).20 Launched in 2017, the platform 
acts as a centralized channel to collect data from “dozens of Chinese 
companies” operating under the BRI abroad.21 ASPI reported that 
the goal of the SSR is to expand PRC surveillance and to better 
understand the operating environment of Chinese interests.22 The 
report notes that experts in China differ on whether to add to the 
traditional definition of China’s interests as security of people and 
assets the protection of China’s national image and reputation.23 
PRC central, provincial, and municipal governments made use of 
the SSR’s information, which allows the PRC government to better 
analyze the safety of PRC citizens and investments.24 Companies 
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submit information concerning their foreign operations and activi-
ties abroad, a country’s conditions, and security incidents.25

The PRC government is directly involved in approving corporate 
users and the operation of the SSR. The MFA approves user ap-
plications, and once approved, designated users can only access the 
SSR while using a specifically tailored virtual private network.26 
The platform also comes in a mobile app form not available in app 
stores and can only be downloaded through a QR code after the PRC 
government approves a designated liaison within a company.27 The 
MFA prohibits companies from sharing information about the SSR 
online, and the information is only meant for internal company use.28

ISOON SURVEILLANCE

The Chinese cybersecurity firm Anxun Information Technology Co. 
Ltd. (iS00N, or i-Soon) developed surveillance tools, targeted coun-
tries participating in the BRI, and conducted hacking on behalf of or 
for sale to PRC security agencies that facilitated digital transnation-
al repression. A February 2024 leak from iS00N revealed that the 
company developed surveillance tools targeting government minis-
tries and critical infrastructure in BRI partner countries.29 The leak 
also demonstrated that iS00N could support PRC state surveillance 
by acting as a proxy to expand PRC control of cyberspace while 
allowing authorities to keep their distance from the operations.30 In 
one example of how iS00N supported PRC surveillance, in March 
2025, the U.S. Department of Justice unsealed indictments against 
12 cyber actors, including iS00N executives, employees, and freelanc-
ers, for hacking operations directed by the PRC Ministry of Public 
Security and Ministry of State Security or undertaken by iS00N in 
order to sell hacked information to PRC agencies.31 Hacking targets 
included several Asian foreign ministries and U.S.-based individuals 
critical of the Chinese Communist Party.32

Artificial Intelligence

AI ALIGNMENT WITH CCP IDEOLOGY

The PRC government embedded the “core values of Socialism” 
alongside “society’s morals and ethics” into its development of AI 
by mandating  that a type of machine learning systems, known as 
large language models (LLMs), align with the policies, propaganda, 
and principal tenets of the Chinese Communist Party (CCP), and 
by enforcing censorship using data evaluation standards. The PRC 
government passed legal provisions requiring that machine learning 
technology uphold “the core values of Socialism” and maintained a 
list of sensitive topics for training data in AI.33 The Cyberspace Ad-
ministration of China (CAC), which also has a dual-CCP role as the 
Office of the Central Cyberspace Affairs Commission, also required 
technology companies to test, review, and adjust their algorithms to 
ensure that LLMs produce content in line with PRC policy.34

PROPAGANDA, SURVEILLANCE, AND CENSORSHIP

PRC authorities used AI to monitor and analyze public sentiment 
on sensitive political and social issues, seeking to proactively control 
online discourse.35 In March 2025, TechCrunch, a technology news 
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website, reported on a leaked database of 133,000 examples of con-
tent on sensitive topics that was used to train LLMs.36 The content 
was related to politics, the military, and issues such as pollution, 
labor disputes, and fraud, that had led to protests.37 Political sat-
ire was a priority, with “Taiwan politics” and certain portrayals of 
“current political figures” instantly flagged.38 The report noted that 
“an LLM trained on such instructions would significantly improve 
the efficiency and granularity of state-led information control.” A 
February 2025 NED report noted that instead of only searching for 
banned keywords, PRC authorities could rely on LLMs and multi-
modal foundation models to “identify the expression of sentiments” 
directed at the political system.39

Chinese LLMs aligned with “CCP values” represent a tool for 
amplifying CCP narratives on  human rights and enhancing cen-
sorship, posing a risk to international standards of freedom of ex-
pression. One expert on technology at China Media Project reported 
that “most Chinese LLMs I approached interpreted ‘human rights’ 
the same way the CCP does: not rights to freedom of expression, 
assembly, or a fair trial, but primarily the rights to political stability 
and economic development.” 40 He suggested that “LLMs trained on 
CCP values” could become a new source of international propaganda 
imposing the PRC’s narrative of human rights.41

The PRC’s advancements in quantum computing and AI surveil-
lance could pose significant threats to human rights by enabling 
mass censorship, undermining privacy, and amplifying CCP narra-
tives on human rights , ultimately expanding the government’s abil-
ity to monitor, manipulate, and suppress dissent. The above-men-
tioned NED report noted that PRC authorities could use quantum 
computing to improve AI-powered surveillance and to circumvent 
encryption used by human rights defenders, journalists, and govern-
ment critics to protect their communications and hide their identi-
ties.42 The NED report also observed that AI-powered systems for 
data fusion and rapid analysis, known as “city brains”—the next 
evolution for “smart cities”—could track and visualize “pedestrians, 
vehicles, buildings, and police forces” on a unified map.43 Even traf-
fic management, if boosted by AI tools, could be a threat to human 
rights, for example, by clearing a path for police cars to a protest.44

In February 2025, OpenAI researchers reported they had banned 
ChatGPT accounts that likely originated in China and that had 
used ChatGPT’s models to generate English-language social media 
posts criticizing Cai Xia—a critic of the CCP under Xi Jinping.45 
The banned accounts also created Spanish-language articles criticiz-
ing U.S. society and politics that were published on news websites 
in several Latin American countries, including some articles which 
were attributed to an individual allegedly linked to a Chinese com-
pany.46
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DeepSeek

The operations of DeepSeek reflected how PRC authorities can use a 
Chinese AI startup to insert censorship, propaganda, and surveillance 
into emergent AI technology. DeepSeek has extensive ties to the PRC 
government, military, and state-owned entities.47 In 2025, data analysis 
firm Exiger reported on numerous past or current connections between 
DeepSeek-affiliated researchers and PRC government-affiliated enti-
ties.48 In addition, China Mobile, a company with direct links to the Peo-
ple’s Liberation Army, provided DeepSeek with critical support including 
telecommunications infrastructure and AI servers.49 After a meeting 
between PRC leader Xi Jinping and the head of DeepSeek in February 
2025, PRC authorities began to adopt DeepSeek for government uses, 
including in public security bureaus.50

The Chinese cybersecurity companies TopSec and QAX announced the 
integration of DeepSeek to enhance their services, which the PRC gov-
ernment uses,51 while another company, NetEase, said DeepSeek would 
improve its censorship and surveillance capabilities of texts, images, 
videos, and other media.52 One researcher predicted that the PRC would 
likely incorporate DeepSeek and other generative AI models into its sur-
veillance system for searching and summarizing a large amount of data, 
including video footage.53

During this reporting year, researchers and journalists noted how 
DeepSeek’s chatbot aligned with PRC official policy, amplifying PRC pro-
paganda and disinformation.54 A China Media Project researcher tested 
DeepSeek in multiple languages, asking the model to “describe the ste-
reotypes of Urumqi,” capital of the Xinjiang Uyghur Autonomous Region 
(XUAR), and found uniform answers that characterized the region as 
having been stabilized due to “heightened security.” 55 In response to a 
reporter asking about Uyghur scholar Ilham Tohti, whom a PRC court 
sentenced in 2014 to life in prison for “separatism,” DeepSeek’s chatbot 
responded that he was “known for spreading separatist ideas and  .  .  . 
ethnic division,” and that DeepSeek “firmly support[ed]” the government’s 
actions.56 The chatbot refused to answer questions about the violent sup-
pression of the 1989 Tiananmen protests and gave one-sided responses 
consisting of either PRC official statements or answers in line with PRC 
propaganda when asked about U.S.-China relations, Taiwan, forced la-
bor, and euphemisms for PRC leader Xi Jinping’s name.57 When asked 
about PRC violations of religious freedom, DeepSeek’s chatbot displayed 
a “thought process” indicating that it incorporated official restrictions on 
discussion of “sensitive topics,” including suppression of Falun Gong and 
detentions of Christian clergy.58 As its technology was updated over time, 
DeepSeek’s chatbot reportedly gave responses that were progressively 
more narrow and that replicated official PRC narratives, including with 
respect to human rights issues affecting ethnic minority groups.59 In 
May 2025, computer scientists reported that DeepSeek used “possible 
additional censorship integration” in training its chatbot,60 and a June 
2025 paper claimed that the updated model “exhibits ‘thought suppres-
sion’ behavior that indicates memorization of CCP-aligned responses.” 61
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