BUsSINESS AND HUMAN RIGHTS
Findings

e Companies that do business in, source from, or work with
companies in the Xinjiang Uyghur Autonomous Region (XUAR)
are at risk of complicity in human rights abuses being commit-
ted by the Chinese Communist Party and government. Reports
of corporate involvement in mass atrocities in the XUAR impli-
cate the apparel, automotive, mining, seafood, solar, tomato, and
tourism industries.

e Reports and congressional testimony continued to high-
light evidence of the unreliability of social compliance audits
conducted in the People’s Republic of China (PRC), especially
in the XUAR. In December 2023, German car manufacturer
Volkswagen commissioned Loning Human Rights & Responsi-
ble Business to conduct an audit of its joint venture factory in
the XUAR. Although the automaker claimed the audit found no
signs of forced labor, human rights experts and advocates raised
concerns that social compliance audits are neither equipped nor
designed to accurately identify state-imposed forced labor in the
region.

¢ Chinese and international technology companies are linked
to the Chinese government’s data collection, surveillance ef-
forts, and censorship. Reports from this past year found the
following:

o Accelerated Nuclear DNA Equipment, with the support
of Chinese security equipment vendor Beijing GAC World
Trade, sold DNA testing machines to public security bu-
reaus across China.
o Chinese biotechnology firm WuXi AppTec transferred a
client’s data and intellectual property from the U.S. to Chi-
na without consent.
o PRC authorities censored content on Apple’s App Store
by directly requesting that Apple remove specific apps, by
setting complex rules for app developers, and by creating
localized versions of select apps to restrict access to global
versions, among other tactics.
o Google’s YouTube blocked access to more than 30 vid-
eos of the popular pro-democracy protest anthem “Glory to
Hong Kong” for viewers in Hong Kong.
e Recent PRC legislation expanded the scope of laws autho-
rizing government control of information, prompting busi-
nesses to self-censor or take other precautionary measures.
The Commission observed businesses implementing height-
ened precautionary measures, including 1) encouraging use
of burner phones; 2) w1thdraw1ng operations from China; 3)
limiting access to international databases; and 4) Working
from home.
e As of May 2024, the U.S. State Department’s China Travel Ad-
visory warns travelers about the “arbitrary enforcement of local
laws, including in relation to exit bans, and the risk of wrongful
detentions.” According to reporting from September 2023, Chi-
nese authorities blocked a senior executive from American risk
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advisory firm Kroll and a senior Hong Kong-based banker from
Japanese financial services group Nomura Holdings from leav-
ing mainland China.
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BUsSINESS AND HUMAN RIGHTS

Introduction

The United Nations (UN.) Guiding Principles on Business and
Human Rights state that businesses have a responsibility to avoid
“causing or contributing to adverse human rights impacts.”! Chi-
na-based companies and international companies that seek to op-
erate in the People’s Republic of China (PRC) may find themselves
complicit in, or at risk of complicity in, the PRC’s human rights
violations including surveillance, data collection, censorship, crimes
against humanity,2 and genocide.3

Former U.N. Special Representative of the Secretary-General on
the issue of human rights and transnational corporations and other
business enterprises John Ruggie referred to complicity as “indirect
involvement by companies in human rights abuses—where the ac-
tual harm is committed by another party, including governments
and non-State actors . . . it may not matter that the company was
merely carrying out normal business activities if those activities
contributed to the abuse and the company was aware or should have
been aware of its contribution. The fact that a company was follow-
ing orders, fulfilling contractual obligations, or even complying with
national law will not, alone, guarantee it legal protection.”4

Corporate Involvement in Human Rights Abuses in the XUAR

Companies that do business in, source from, or work with com-
panies in the Xinjiang Uyghur Autonomous Region (XUAR) are at
risk of complicity in human rights abuses committed by the Chinese
Communist Party and government. PRC authorities have subjected
individuals from ethnic minority groups in the XUAR to mass sur-
veillance, deprivation of freedom of movement, destruction of reli-
gious sites, mass arbitrary detention, forced family separations, and
forced labor.5

Effective since June 21, 2022, the Uyghur Forced Labor Preven-
tion Act (UFLPA; Public Law No. 117-78) establishes a rebuttable
presumption that all goods made in whole or in part in the XUAR
have been made with forced labor and that the importation of such
goods is prohibited by Section 307 of the Tariff Act of 1930.6 As of
June 2024, the UFLPA Entity List consists of 68 PRC-based compa-
nies found to be complicit in Uyghur forced labor.”

During the 2024 reporting year, the Commission observed the fol-
lowing reports detailing evidence of various industries implicated in
or at risk of complicity in human rights abuses in the XUAR:

e Apparel Industry. A December 2023 report by Sheffield
Hallam University’s Helena Kennedy Centre for Internation-
al Justice, in collaboration with the Uyghur Rights Monitor,
and the Uyghur Center for Democracy and Human Rights re-
viewed publicly accessible sources to map supply chains of four
PRC apparel manufacturers and their imports into the Euro-
pean Union market.® The report found evidence of the compa-
nies’ “significant ties” to the XUAR, including connections to 1)
state-sponsored forced labor transfers; 2) state-sponsored forced
labor of mass internment camp detainees; and 3) prison labor.?
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The report described “corporate obfuscation” tactics that compa-
nies deploy to “hide their XUAR connections while continuing to
profit from the labor of coerced citizens.”10

e Automotive Industry. Human Rights Watch published a
report in February 2024 discussing companies’ complicity in
forced labor via ties to the XUAR’s aluminum industry, which
accounts for roughly 9 percent of global supply.l! Aluminum is
vital for many car parts, such as vehicle frames, wheels, battery
foils, engine blocks, and electric vehicle batteries.1?2 Carmakers
implicated in the report include BYD, General Motors, Tesla,
Toyota, and Volkswagen.13

e Mining Industry. According to an October 2023 report by
the international advocacy organization Center for Advanced
Defense Studies (C4ADS), global supply chains and index fund
portfolios of major asset management firms are at high risk of
being tainted by abuses in the XUAR mining sector.14 Publicly
traded PRC-owned gold companies Shandong Gold Group,
Lingbao Gold Group Company, Zhaojin Mining Industry
Company, and Zijin Mining Group own gold mines and refin-
eries in the XUAR and reportedly participated in Uyghur forced
assimilation or forced labor transfer programs.!> Brands, such
as Sony, Express, T-Mobile, Hasbro, Kohl’s, and Best Buy,
among others, have supply chain exposure to one or more of
these gold companies, and index fund providers such as Fidel-
ity, Blackstone, Vanguard, JPMorgan Chase, and others,
include them in their portfolio offerings.16

e Seafood Industry. Investigative reporting by nonprofit jour-
nalism organization The Outlaw Ocean Project revealed that
at least 10 major PRC seafood companies used the forced la-
bor of Uyghurs transferred from the XUAR.17 Their reporting
also documented the forced labor of North Koreans working in
the PRC’s fish processing industry.1® [For more information on
the plight of North Korean refugees in China, see Chapter 15—
North Korean Refugees in China.]

e Solar Industry. A July 2023 report entitled “Over-Exposed:
Uyghur Region Exposure Assessment for Solar Industry Sourc-
ing,” by Sheffield Hallam University’s Helena Kennedy Centre
for International Justice assessed supply chain connections to
the XUAR of 10 global solar module manufacturers, including
companies with operations in the United States.!® As of June
2024, solar panels with potential connections to forced labor
“continue to flow into the U.S. market,” according to U.S. data
analytics firm Kharon.20

e Tomato Industry. A February 2024 Forbes article described
how tomato products produced by Uyghur forced labor or har-
vested in the XUAR are sold in the United States through gro-
cery delivery apps and online retailers.21

e Tourism Industry. An August 2023 report published by the
Uyghur Human Rights Project identified 10 international travel
companies that had offered trips to the XUAR.22 The authors
found that the itineraries of a number of these companies in-
cluded sites that are “linked to the Uyghur genocide . . . reli-
gious repression, [and] destruction of tangible and intangible
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cultural heritage.”23 In March 2024, the Commission wrote to
three of the companies—Abercrombie & Kent, Geograph-
ic Expeditions, and Wild Frontiers—to raise concerns that
tours in the XUAR were whitewashing atrocities in the region
and to ask that they cancel any upcoming planned tours.24

“Audit-Washing”

When sourcing goods alleged to be made in whole or in part with
forced labor, international brands often point to their use of audits to
ensure compliance with corporate codes of conduct prohibiting involve-
ment in forced labor.25 Reports and congressional testimony this past
year, however, continued to highlight evidence of the unreliability of such
audits conducted in the PRC, especially in the XUAR.26 The Chinese gov-
ernment has created an “unconducive environment” for auditing firms
to carry out due diligence, according to executive director of the Worker
Rights Consortium Scott Nova.2? In December 2023, German car manu-
facturer Volkswagen commissioned Loning Human Rights & Responsible
Business to conduct an audit of its joint venture factory in the XUAR.28
Although the automaker claimed the audit found no signs of forced labor,
human rights advocates and experts raised concerns that social com-
pliance audits are neither equipped nor designed to accurately identify
state-imposed forced labor in the XUAR.2° Scholar Adrian Zenz described
the result of Volkswagen’s audit—allowing the company to continue busi-
ness as usual in the XUAR—as an example of “audit-washing.”39 [For
more information on labor abuses in the XUAR and elsewhere in the
PRC, see Chapter 11—Worker Rights and Chapter 18—Xinjiang Uyghur
Autonomous Region.]

Companies’ Role in Government Data Collection and Surveillance

During the 2024 reporting year, the Commission observed re-
ports of companies supporting the PRC’s data collection and sur-
veillance efforts. PRC laws authorize the government to collect
individuals’ data from companies without adequate protection for
the internationally recognized right to privacy, and in the absence
of an independent judiciary.3! For example, Accelerated Nuclear
DNA Equipment (ANDE), with the support of Chinese security
equipment vendor Beijing GAC World Trade, sold DNA testing
machines to public security bureaus across China.32 Human rights
experts and advocates have called on human DNA identification
technology companies, such as ANDE and Thermo Fisher Scien-
tific, to end all sales to Chinese police, judiciary, and forensic genet-
ic labs, citing the government’s use of surveillance to target rights
advocates and ethnic minorities.33

In February 2024, The Jamestown Foundation detailed security and
ethical considerations concerning Chinese biotechnology firm WuXi
AppTec.34 Because companies must comply with demands to provide
information and access to data under the PRC’s cybersecurity and data
security laws,3> Jamestown’s authors raised concerns about the com-
pany’s unauthorized collection of genetic data, which may be accessible
to the Chinese Communist Party and the People’s Liberation Army.36
The U.S. State Department, Federal Bureau of Investigation, and the
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Office of the Director of National Intelligence found that Wuxi AppTec
transferred a client’s data and intellectual property from the United
States to China without the client’s consent.3?

Technology research firm IPVM reported in November 2023 that
U.S.-sanctioned Hikvision signed a PRC government contract in 2022
to provide security software with Uyghur recognition analytics for a
project in Chengmai county, Hainan province.38 The software was re-
portedly powered by hardware from California-based company NVID-
IA.39 In addition, PRC government tenders for a 2022 “Smart Campus”
project at Minjiang University in Fuzhou municipality, Fujian province,
required Hikvision to develop “fasting alerts” to help campus admin-
istrators identify ethnic minority students who fast for Ramadan.40
Hikvision’s surveillance system for the project also included function-
alities to monitor “daily behaviors” of minority students.4!

In March 2024, the Uyghur Human Rights Project detailed how
China-based Shenzhen DJI Innovation Technology Compa-
ny Limited (DJI), described as the “world’s largest drone mak-
er,” has reportedly been involved in mass surveillance and human
rights abuses in the XUAR.42 Between 2019 and 2022, the Xinjiang
Public Security Department partnered with DJI on public securi-
ty projects,*3 and the Xinjiang Production and Construction Corps
purchased drones from DJI.44¢ DJI reportedly cooperated with the
state’s “poverty alleviation” program by providing a Uyghur busi-
ness training program in 2018.45 Police and local authorities in the
XUAR continue to purchase surveillance drones from DJI.46

Analysis of mobile device keyboard input method editors (IMEs)
revealed that the Chinese government may potentially exploit tech-
nical vulnerabilities to surveil and “eavesdrop” on what users are
typing.4” Reporting from University of Toronto’s Citizen Lab detailed
vulnerabilities in the Windows, Android, and iOS versions of Ten-
cent’s Sogou IME, affecting users in China, Taiwan, Japan, and
the United States.4® Other IMEs with security vulnerabilities de-
tected include Baidu, HONOR, Huawei, iFLYTEK, OPPO, Sam-
sung, Tencent, vivo, and Xiaomi.*® The authors of the analysis
advised that “keystrokes coming from users anywhere in the world
are transmitted to servers in mainland China, which are operating
under the legal jurisdiction of the Chinese government.”50

Litigating Cisco’s Role in the Persecution of
Falun Gong Practitioners

A federal court ruling issued in July 2023 held that California-based
technology company Cisco Systems could be held liable for “aiding and
abetting” human rights abuses that took place in China using its tech-
nology.®! In a case dating to May 2011, one American citizen and 13
Chinese citizens who are adherents of the spiritual practice Falun Gong
filed a lawsuit in a U.S. District Court against Cisco and its leadership
for aiding and abetting or conspiring with Chinese officials, in violation
of the Alien Tort Statute (ATS), the Torture Victim Prevention Act, and
other federal and state laws.52 The United States Court of Appeals for
the Ninth Circuit found that an American company could be sued under
the ATS, although it reaffirmed a lower court’s dismissal of the lawsuit’s
claims against Cisco executives under the ATS.53
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Litigating Cisco’s Role in the Persecution of
Falun Gong Practitioners—Continued

Digital rights organization Electronic Frontier Foundation hailed the
court’s opinion that legitimate uses of a company’s technology do not
immunize it from liability from uses that lead to human rights abuses.54
[For more information about the PRC’s crack down on the practice of
Falun Gong, see Chapter 3—Freedom of Religion.]

Companies’ Role in Censorship and Removals

Companies were both targets and enablers of Chinese government
censorship. Examples during the reporting year include the follow-
ing:

e Amazon Prime. In January 2024, The Guardian reported
that two episodes of drama series “Expats” were unavailable on
Amazon Prime’s streaming platform for viewers in Hong Kong.55
The series contains episodes that refer to the 2014 pro-democ-
racy protests in Hong Kong.56 The Hong Kong government and
Amazon did not comment on the removal of the episodes.5” Ya-
qiu Wang, Research Director for China, Hong Kong and Taiwan
at Freedom House, speculated that Amazon engaged in self-cen-
sorship “because of the vagueness of the [2020 National Secu-
rity Law] . . . nobody knows where the line is.”58 [For more
information on censorship in Hong Kong, see Chapter 19—Hong
Kong.]

e Apple. A June 2024 report by AppleCensorship analyzed
patterns of app removals from Apple’s App Store in China and
found that PRC authorities directly requested that Apple re-
move specific apps, set “regulatory hurdles” for app developers,
and created localized versions of select apps to restrict access
to global versions, among other tactics.>® App removals were re-
lated to eight “sensitive” categories: 1) virtual private networks
(VPNs); 2) privacy and digital security; 3) LGBTQ+ content; 4)
news, media, and information; 5) social media and communi-
cations; 6) Tibetan language, culture, or Buddhism; 7) Uyghur
culture and religion; and 8) religions outside state-sanctioned
religions.6°

e Chinese microblog Weibo and social media outlet WeChat
continued to censor content that diverges from the government
narrative about political participation and the economy.6* Weibo
issued notices warning some users not to post content that ex-
presses “pessimism about the economy.”¢2 WeChat “disappeared”
at least seven research reports about China’s credit data in May
2024.63 Bloomberg noted that “China has increasingly hidden
negative data over the past few years.”64 [For more information
on censorship and suppression of expression, see Chapter 1—
Freedom of Expression.]

Companies can face expulsion from the Chinese market, loss of
revenue, or other forms of punishment for speech or actions that
do not align with PRC narratives or censorship guidelines.5 As a
result, international companies often self-censor or assist the PRC
in exporting censorship for the sake of maintaining market access,
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while Chinese companies operating overseas adhere to PRC censor-
ship.66 For example, American financial services corporation Citi-
group reportedly advised private bankers and relationship man-
agers to refrain from discussing “the yuan or hedging the currency
risk” with its Chinese clients.67 Additionally, in July 2023, Reuters
reported information about how the China Securities Regulatory
Commission advised domestic law firms to “tone down the language
used to describe China-related business risks” in the offshore listing
documents they compile for Chinese companies, or risk not obtain-
ing regulatory approval for their companies’ initial public offerings
(IPO) process.® This guidance hinders companies from providing
accurate disclosures, as required by the U.S. Securities and Ex-
change Commission (SEC).69

“Glory to Hong Kong”

During the 2024 reporting year, the Commission observed instances
of the Hong Kong government pressuring Google in ways that dimin-
ish freedom of speech and expression. On May 8, 2024, the Hong Kong
Court of Appeal issued an injunction to limit the protest anthem “Glory
to Hong Kong” from being broadcast on Hong Kong’s internet and me-
dia platforms.70 While the injunction prohibited distribution of the song
under certain conditions, it does not impose a blanket ban and allows
exceptions.”! Nevertheless, as of May 15, 2024, Google, which owns You-
Tube, blocked access to more than 30 videos of the song for viewers in
Hong Kong, regardless of their respective viewing purposes.”?2 The Com-
mission wrote to Google CEO Sundar Pinchai and YouTube CEO Neal
Mohan in June 2024 to urge them to restore the videos.”3

A digital rights expert warned that the ruling “will force global tech
companies to abandon their responsibilities under the U.N. Guiding Prin-
ciples on Business and Human Rights . . . [[Internet intermediaries and
the global tech community must follow their human rights commitments
and draw a red line, lest they become complicit in Hong Kong’s further
descent into digital repression.””4 In October 2023, Google published a
transparency report revealing that the Hong Kong Police Force (HKPF)
requested in March and April of 2023 that Google remove videos relat-
ing to “Glory to Hong Kong” and documentary “The Hong Konger” from
YouTube.”> The report also revealed a May 2023 request from the HKPF
to Google that a Google Drive file concerning participation in a “Glory to
Hong Kong” compilation video be removed.”® Google denied the HKPF’s
requests at that time.”7 [For more information on censorship in Hong
Kong, see Chapter 19—Hong Kong.]

Impact of PRC Legislation on Doing Business in China

Recent PRC legislations expanded the scope of laws authorizing
government control of information, prompting businesses to self-cen-
sor or take other precautionary measures. The amended PRC Coun-
terespionage Law (effective July 1, 2023) broadened the definition
of acts of “espionage” and further granted state security agencies
authority to investigate such activities.”® Under the law’s expand-
ed application, foreign enterprises may trigger investigations and
“face unexpected risks” by conducting what are otherwise normal
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business operations such as recruitment of local talent, cross-border
projects, and research initiatives with overseas partners.” The re-
vised PRC Law on Guarding State Secrets (effective May 1, 2024)
expanded the protection of not only “state secrets” but also “work
secrets,”80 with Radio Free Asia reporting that the government has
a “highly elastic definition of what constitutes a state secret.”s?

The American Chamber of Commerce in China’s white paper in
April 2024 called on China to “clarify how the country’s national
security laws apply to business.”®2 During the 2024 reporting peri-
od, the Commission observed businesses implementing heightened
precautionary measures to address the risks posed by PRC legis-
lation and by the lack of safeguards for freedom of expression and
association. Examples include the following:

¢ Encouraging use of burner phones. International audit-
ing and consulting firms Deloitte and KPMG advised Amer-
ican staff to use burner phones when visiting Hong Kong,
referencing data security concerns, with one senior executive
highlighting “the risk of infiltration by a state-backed hacker.”83
e Limiting access to international databases. To limit law
enforcement’s access to databases in the event of a raid, Ameri-
can law firm Latham & Watkins merged their Hong Kong and
China databases and cut off “automatic access” to international
databases for lawyers based in Hong Kong.84

e Withdrawing operations from China. American polling
and consulting group Gallup withdrew its operations in China
due to difficulties conducting and publishing public opinion sur-
veys, which, in the past, have shown “unfavourable attitudes to-
wards China.”85 Global law firm Denton ended its official rela-
tionship with their China-affiliate Dacheng, reportedly because
of the inability to freely exchange information between Chinese
and non-China based partners and conduct China-related due
diligence.56

e Working remotely. Prior to an announcement about down-
grading China’s sovereign credit rating, Moody’s Investors
Service advised China-based non-administrative staff to “work
from home” for a week.87 According to Moody’s staff interviews
published in the Financial Times, the guidance was likely is-
sued due to “concern over Beijing’s possible reaction” and fear
of “government inspections.”88

As of May 2024, the U.S. State Department’s China Travel Advi-
sory warns travelers, including businesspeople, about the “arbitrary
enforcement of local laws, including in relation to exit bans, and the
risk of wrongful detentions.”39 According to reporting from Septem-
ber 2023, PRC authorities blocked a senior executive from American
risk advisory firm Kroll and a senior Hong Kong-based banker from
Japanese financial service group Nomura Holdings from leaving
mainland China.90
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